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1.  Purpose

User accounts control access to College electronic information and systems. This document defines
standards that information stewards/owners must comply with when managing these accounts
throughout their lifecycle to ensure individual accountability exists and access is restricted on a
‘need to know' basis.

2. Creating User Accounts

2.1  Applications for user accounts must be reviewed and approved by application
steward/owners and a record must be kept of all users being granted these accounts and
who provided authorization. This record must be retained for at least one year.

2.2 All user accounts must be uniquely identifiable to a specific user.

2.3 Users must be granted the minimum level of access for their defined job function (i.e. the
principle of least privilege).

2.4 User accounts must not be shared. Accounts must be traceable back to the individuals using

them. This requirement does not apply to test accounts, which may be shared during the
pre-production phase.

25  Where possible, user accounts should be linked to sources of record that can accurately
capture user role (e.g. Banner, POST, Azure, or other enterprise systems).

3. Changing User Account Access Rights

3.1  When users’ roles and responsibilities change, their access rights should be updated in a
timely manner to ensure they remain aligned with the principle of least privilege.

3.2  Changes to user accounts should be documented, approved and retained by application
stewards/owners in the same manner as user account requests.
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